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1. Plan
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Start with a solid business continuity and disaster recovery plan. Look 
at your planned recovery time objectives and recovery point objectives.  
Make sure they match your business requirements.  Test your plan and 
test restore data to make sure it works.  You will sleep better knowing that 
if something happens, you can continue to operate and recover lost data.

2. Protect
Ensure you have the technology “basics” covered such as antivirus, malware and patch 
management.  Verify that firewalls are monitored and properly configured beyond their 
default settings.  Implement web content filters and consider next generation firewalls 
with intrusion protection. Also, consider the Physical Security protecting your IT assets. 
On-premise servers, storage and networking assets should be secured in restricted areas 
to prevent theft or tampering. These areas should have: no external windows; badge or 
key access; fire protection; and optional video surveillance.  

Many small and medium-sized businesses are overwhelmed by 
the need for cyber security and don’t even know where to start.  
The Ponemon Institute estimates that 27% of small businesses 

have no security in place and don’t know who to ask for help.  Regulatory compliance requirements (PCI, PII, 
HIPAA, etc.) compound the effort to protect your client and corporate data, but the required best practices will 
help to protect your investors and enterprise value.  Often, the IT professionals in most small and medium-sized 
businesses are not cyber security experts, but here are seven practical security precautions you may be able to 
implement with your current IT resources to improve your security posture:

Get Started:
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3. Policy
Adopt and implement sound information security policies based on 
an applicable standard (like NIST or ISO 27001) and relevant industry 
regulatory or compliance requirements. Manage your program 
consistently based on the policies you adopt. Designate a responsible party 
for “all things Security related.”

4. Awareness
Provide Security Awareness Training on a regular basis for all employees 
accessing systems. Your users are the weakest link in your network 
security.  Ongoing training around social engineering, spear phishing and 
ransomware attacks is essential to change user behavior and minimize risks.  

5. BYOD
Establish a Bring Your Own Device (BYOD) Security Policy and enforce 
specific mobile device controls, including PIN protection, remote wipe 
capability and operating system updates. 
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6. Encrypt
Consider using encryption for data at rest and in transit. Ensure e-mail is 
encrypted and deploy Data Loss Protection (DLP) capabilities.  Encrypt all 
endpoints and hard disks. 

7. Transfer Risk
You have several choices on how you can address your cybersecurity risk. You 
can avoid it, mitigate it, accept it or transfer it. Transferring risk is possible 
through insurance. Consider obtaining a cyber-liability policy with coverages 
acceptable for your ownership group. To lower your premiums, you may 
have to take additional measures with a cyber security expert to help avoid or 
mitigate some risk first.

www.wgmllc.com | 480-579-2881

If some of these recommendations are beyond the capability of your 
current staff or IT resources, you may want to enlist the help of a 
cyber  security consulting firm with specific expertise in this area.  

Some of these firms can tailor a program that provides you with implementation assistance and a security 
roadmap to achieve your unique requirements, under an affordable monthly subscription service.

Get Help:

http://wgmllc.com

